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Mr. Chaitrman, Members of the Committee:

J
I am here today to present the President's proposal to
strengthen the physical and technical security of the i
diplomatic operations ©f the United States at home and sbroad.
This program is one of the very highest priorities of the
President and, as you know, enjoys his personal support, On )
March 17, 1986, the President put this into words {n a letter ?
saying: ) _ ”
B
*Americans serving overseas need adequate ¢
protection to-carry out their mission safely. This is -
a year of great budget stringency, but the well-being §
of our people i{s of the utmost importance. That is =
wvhy I have included this vital security program in ny -
Budget for Fiscal Year 1987 as one of our highest E
foreign policy priorities.
This is yet another part of our overall program .
to combat international terrorism. I urge speedy
enactment of the legislation necessary to start this.
program.”®
This personal support of the President i{s reflected in the
high priority attached to this program in the Budget of the
United States submitted earlier thies month and is illustrated
by its prominent inclusion in the budget document entitled,
"Major Policy Initiatives, FY-1987." With your pecrmission,
Mr. Chairman, I attach a copy of the relevant portion of that . -
publication for the tecord,
J
£02 +02 "ON 430 937 H/3UWIS 82:t1 985210 “j
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Similasrly, as you know, the Secro;ary has personally been
strongly behind this program from the beginning. On June 24,
1985, he testified betoé; anéihtr committee that he was '
*«. .« o extremely pleased”™ with the Adv!sofy Panel‘s work. He
added, ". . . the security program is essential, fundamental,
and we have to €o it. It is a big ticket item, but redbuilding
our moet vulnerable facilities is the single most effective
means of ensuring the safety of our personnel, and I strongly

urge your support for {t.”

We are here with an Adm!niftration bill and budget strongly
supported by the President and the bBecretary. And 1 should add
strongly supported in today's budget context and climate., The

program proposed by the President is fully consistent with the

Gramm-~Ruéman-Hollings budget requirementg. It represents a

conscious and deliberate choice on the part of the President to
fund this prograrm and not some others. I am here today to ask
you to support the Administration's overseas security program
and to act on this bill, to keep faith with our people

overseas. Every day we delay, Americans remain at risk.

Mr. Chairman, the Administration's proposals are based on
the recommendations of the Advisory Panel on Overseas Security,

and much work and thought in the Department and other

interested agencies.
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Over the past few years the sttention of the world has been
riveted to terrorist dramas unfolding sround the globe. This
is » new and chilling phcnoméﬂon, one with which civilized .
nations and civilized peoples are inadequately equipped to
deal, That can and mult'change. We must 60 everything we can
to thwart those who seek to advance their ends thrpugh terror.
We must protect official Armericans and their dependents from

these criminal activities.

We in the State Department and our colleagues from other
agencies serving abroad are on the front line. Our friends and
colleagues have been victims of this violence. But the

challenge of terrorism has strengthened our determination. The

courage and patriotism of our people and their families in the

face of these dangers are inspiring.

We must spare no effort to ensure the safety of the people

and facilities of all agencies abroad. In this period of
budgetary stringency, this task must be a priority. Therefore
ve have designed a prograe which in our view §s prudent,
thoroughly thought out, effective in its commitment of

resources -- and responsive to the {nescapable necessity we now

face,

—_— S A T A B RBRT no N J
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The hard work and dedication of the Panel is clesrly

reflected in the quality of its report.

researched all sspects of Our security and counter-terrorignm

programs. Its recommendations have vision angd, Perhaps more

importantly, are practical. They are reconmmendations which,

with your support, are achievable,

The panel gave us 91 tecommendations., We have implemented

45 and work i{s undervay on 20 more. An additional 20 are

awaiting the resources requested in this proposed legislation,
The recommendations focused on thres éontzal pointe:

== that a Bureau of Diplomatic Security with a Diplomatic

Security Service be establighed in the Department to

increase the professionalism of our security personnel and

programs;

== that the Secretary of State's overall responsibility
that of the Chiets

and
of Mission for overseas security

Programs be emphasized because guch supervision {s

*
fundamentsl to 900d management; and
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. incressed the number of local guards worldwide;

- —_— - i

== added more Marines and Marine

Guard detachments to posts;

== nearly doubled the size of Our armored vehicle fleet

overseas:

-- made significant physical security improvements at 3s2
POEts {in 198%; and

== dispatched mobile training teanms to high-threat pPosts to

Provide specislized securfity treining to u.s.

personnel,

Government
dependents and FYoreign Service Nationals.-

Administration's Proposals

The Adninistration's proposals now before you will, in

addition, do three things:

First, they would authorize a five-year construction

Program to replace or upgrade our most vulnerable posts; and

further authorisze {sprovements in communications and

1ntelligence-;hcring. all a5 recommended by the Inman Panel,

*
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Second, our proposals would complete the reorganization of
our security program as recommended by the Inman Panel by
providing for a new Assistant Secretary of State to head a
Bureau of Diplomatic Security, and for a Director of the
Diplomatic Security Service. The bureau would be responsible
for 21l operational aspects of our security program. We would
authorize certain special recruitment and performance standards
for members of the Diplomatic Security Service, and emphasize

such operational matters as residential, perimeter, and

technical security.

In one respect we have gone beyond the recommendations of ‘

the Inman Panel. Where the Panel favored placing the policy
arm of our counterterrorism effort with the Under Secret;ry for
Political Affairs, we have, through teprogramming, crested an
Ambassador-at-Large for counter-terrorism reporting directly to
the Secretary. Before this reorganization last November 4,
this policy function rested with an office reporting to the
Under Secretary for Management, This reorganization
demonstrates the high priority we place on counter-terrorism;
it strengthens the interagency role of this key office on the

many issues on which the State Department is the lead agency.
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Third, our proposals would revise and clarify the chain of
command for overseas security, tixing supervisory
responsibility directly on the Chief of Mission and the
gSecretary of State. They would also formalize and expand the
currzent process by which tesponsible officials are held
accountable for their actions == or {naction, We would now
have an automatic investigation whenever there is a security
breach that results in serious bodily injury, loss of l1ite, oI

significant damage to our property.

Although the draft Bill requests “such sums as may be
necessary”, the Administration's total asuthorization funding
requirement for this program is 8$4.4 billion spread over tive
years. Of this total, $2.7 billion is for construction, ané
the balance is for related operating expenses including
.lecurity officers, residential security {mprovements and more
secure communications equipment. 1In Fiscal Year 1986 the
Adninistration is requesting $237 million for salaries and
expenses and $455 million for construction. In PY year 1987,
the Adrministration is requesting $304 million for salaries and

expenses and $1.1 billion for construction for thlq program,
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The Construction Program

The Inman Panel recommended several new security standards
== & 100-foot set-back, to£ example. The Secretary has
accepted these standards, and the set-back shall be the goal
for our buildings, wherever feasible, Many posts do not meet

these standards; thus a new building program is needed.

Many posts front onto busy streets. Some have extensive
9lass facades. Often we share office buildings with other
organizations ang busineeses, In gtil} other cases our
embassies and consulates share walls with non-U.86. government
tenants. All this §s Clearly and generally undesirable and now

simply unacceptable in a great many situations.

The program places its highest Priority on buildings at
locations where the security threat is greatest and which are

substantially below the new standards,

Great effort has gone into Creating a security construction
Prograr which would ensure that buildings are designed angd
buflt to meet stringent security standards, on time and within
budget., It was clear fronm the outset that 8 nassive expansion
of the staff of our Poreign Buildings Offjice to {mplement such
& major program was not the answer, We have, instead,

developed an implementation Plan based on the follovlng
policies:

\\ axe SO ru
——

= =-weemm  Sanitized Copy Approved for Release 2011/03/14 : CIA-RDP87B00858R000300410008-0 = -n




IR

'..”"

Bl LA REITUT VRN RIS T] ‘ll.c'ﬂ:] l ] '
0
0
be |
»
(ad
~
[ ~
0
(a4
(o)
o]
bs |
[« ]
<
[ J
”
o
PO
[ o]
b= 4
[ 4 4
»
pe |
[« 9
[N
b=}
[ J

o
[ ]
(2]
(a4
[ Y
(2]
=

Sanitized Copy Approved for Release 2011/03/14 : CIA-RDP87B00858R000300410008-0

conltructabiltty and valye

Eure that de
Compatible wigp sign fequirement
local Conditiong, Baterial avaj e
veilabilje
Y and

techni
Cal capabllit!es. and are Cost-of
-e £cct1v0:

|
(1]
(]
3
o
—
»
(2 4
()
0
3
o
.}
>
|- ]
o
L Y
o
~
o]
<
o
(o)
[ ]
(1
[

c- implementati
on
of recommendatlons from 5 ®aj
Of research

Program Undert
aken
Buildingl Of¢ti
ffice by ta
e

for oyr Foreign

A
cadenmy of Sclencesa reconm
with Security-

Nationa)

the planning,
State

r—-_ o .
- ' 339937 Hgy)e

= e _ 01 eprpp

T Sanitized Copy Approved for Release 2011/03/14 : CIA-RDP87B00858R000300410008-0



—6300410008-0
Sanitized Copy Approved for Release 2011/03/14 : CIA-RDP87B00858R00

.12-

The private sector will play a key role in ensuring J

effective management and {mplementation ot the building

Program. We have pubiished a SYnopsis of our program {n the
"Commerce Business Dajfly" with a Tequest for Particulars of -
qualification ana experience from pPrivate sector tirmg
interested ¢n Providing us with program, déuign ané

engineering, construction and Operations Ranagement services,

private sector pProgram manager tnmedlately upon receipt of an

suthorization ang SpPpropriation from the Congress.

2ureauv of piplomatic Security

As I said earlier, this legislation would complete the
reorganization of security responsibllities in the Department

tecommended by the Inman Panel by: ) Providing for an
Assistant Secretary of State to head the nev Bureau of
Diplomatic Security; 2) Creating a Director of the Diplomatic k

Security Bervice; 3) establishing several special Job-related

tequirenents for rRenmbership in the Diplomatic Security Service; g

and 4) 1ncrcas£ng Oour emphasis on key opsrational security
programs,

0300410008-0
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The new Bureau wil) concentrate on improving:

== the security of zho homos of our People and their

families overseas:
-~ perimeter security at our facilities,

~= technical security to update and improve our ability to
cope with the unprecedented threat of sophisticated

penetration systems uged by hostile intelligence services

against our facilities abroad;

-- protection of foreign dignitaries in the United States;

== Qualifications and performances of our local guards at

overceas posts;

== professionaligm angd training for our security personnel;

and

== it will improve security at Moscow and other East
European posts by, among other things, substituting
Americans for a substantial number of local enmployees Qow

vorking 4n support positions.

!
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piplomatic Security Service

We envision the Diplomatic Security Service as a highly
professional secutrity organization with the recognition and
respect that brings. The Panel calle?d for increased
professional training, physical fitness standards, and an
identifiable career structure within the Foreign Service tor
the Department's security cadre. The Secretary strongly
supports these reconmendations.

The Diplomatic Security Service is to be staffed by drawing
upon the existing Poreign Service and Civil Service personnel
systems. This proposal will not create a nev personnel
system. Rather it identifies a category of employees in' the
same manner as do the designations "Political Officer” or

*Economic Officer.” Qualifications requicred for assignment or

appointment to positions in the Diplomatic Security Service
will be prescribed by the Secretary of State. In the case of
security officers, the position qualifications may include

pinimum and maximum entry age limitations~-perhaps 21 years

minimum and 35 years maximum. Such limitations are commonly :

found in organizations having security-crelated responsibilities.

sie $00 'ON s30 937 H/31B1S Fd 33 ob § 936270 !
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In addition, the position Qualifications tor security

officers will iIncorporate the standards now toqulred by law to

Carry out our security tunctions and to cxerciue the

Department 's law enforcement authorities. As security officers *

perform such unigue functions as protecting lives anéd carrylng

firearms in certain situations, the 30crotaty will be ) o

authorized to issue regulations providing for special

8isciplinary procedures. This {s a common practice among

organizations with security-related tesponsibilities.

The Chain of Command

TP | FY O |

The Inman Panel concluded that management of the security

pProgram was overly fragmented and that the chain of command !

ought to be :cvlsedvco that the resulting sharper supervigory -1
1

focus would encourage better management and protection of U.5. :

government personnel oversgeas. :

Therefore, the Administration's proposed legislation
overall responsibility

fixes

and authority for the management and

direction of the U.S. security program overseas on the

Secretary of State and, through him, the Ambassador at post.

LTB m (S NSy “‘ /vc J
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we are working closely with other agencies to develop ané

i

sgree upon appropriate security ilandnrdc. procedureE, ané -
gesource levels that are responsive to the needs of all U.S.
government agencies having gacilities overseas except for. -
military bases. physical security standards and procedures for
USIA libraries and relsy stations, a8 well as AID and other
gacilities located separately ¢rom Enbassies and consulates,
may aiffer grom those applied to embassies, consulates, and
diplomatic residences. But the Ambassador at post, and through
him, the pepartment, will have central tolponslbillty for

gecurity at these tacilities o8 well 88 out exbassies.

This proposal does not affect the washington-based security
offices of other agencies, There {s sound management '
‘jultificntion gor each agency having its owvwn security advisors
in Washington. These sdvisors play an important role within

their agencies, and we need their help in planning and

{mplenenting this program.

The Adminilttation'l proposal also does not affect the

authority or telponaibillty of any other Federal, 8tate or

local agency with respect to jav enforcement, domestic security.
operations, jntelligence activities as defined by Executive

Order, or the provision of protectlve services by the Secret

gervice,
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In reviewing the security chain of command, the Inman pane)
recommended that we have s ;roccduro established in law to 6rav
lessons from security disasters or to fix individual
responsidbility, if any, for such incidents. fThe Administration
dgrees, and this proposal expands our current Procedures by
creating Accountability Review Boards to investigate incidents
involving serious injury, loss of 1ife, or signiticant
destruction of property at or related to U.S. Qovernment
missions abroad (other than mil{tacy lnatallatlonn). Such
boards would not only make f£indings relating to security
generally, but they would also determine {f a breach of duty by
an individual enployee contributed to the incident. The

enploying agency would review and act on the f£indings of the

board.

Conclusion

Mr. Chairman, the Administration is pProposing a major,
national program to improve the physical ana technical security
of all departments and agencies adroad, except for military
bases, as well as the physical security of foreign missions ang
officials 4in this country. This proposed legislation ig the
product of long, hard work to which many agencies have o
contributed and iz intended to mest their requirements. The
most important contributions have come from AlD, Usfh, CIA,

Justice, Defense, OPM, OMB, Commerce, Agriculture, and Treasury,
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Our proposal'c’ovorrtdlng goal is to maintalin the American J
tradition of overseas posts thu;.extend the watrm hand of |
velcome to the locsl population. The program I have outlined
todsy is intended to ensure this openness in light of the t
dangers of today's world. ﬁf pust not forget the purpose ©
our overseas presence {s to spread our message and communicate
our ideals to other nations, not to overvhelm our hosts with
the aura of our powet by erecting forbidding fortresses.

The Administt.tion"A;;;;osed program will not solve all of
our security problems. But we can minimize them. Our proposal
is & comptchensive--and long overdue--security progran which
addresses our most basic security concerns. We will nee? to d
continue to supplement our linited resources with vigilance and
effective intelligence to enhance the gsecurity of our posts an
the effectiveness, &8 well as the safety, of our missions

sbroad.,

The President and his Administration place the highest

p Py

{t, to keep faith with our people overseas.
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